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Selecting the Risk Assessment Method of Choice 
Executive Directions, Operations Strategies, Security & Risk Strategies 
Al Passori 
 

To effectively identify, develop, and implement a comprehensive information security program, CIOs 
must understand the business requirements for information security, determine the enterprise’s 
tolerance for risk, identify existing security processes, and map the appropriate level of controls to 
the IT infrastructure and processes. 
In the broadest context, the real problem with IT risk management and information security lies in the IT 
organization's inability to categorize, capture, and communicate risk as part of an overall value management 
process. Many CIOs find it extremely difficult to define the requisite balanced investment needed for risk 
management (RM) controls, policies, people, and processes. Furthermore, in more than 70% of Global 2000 IT 
organizations (ITOs), there is no established performance or communication process in place for RM. This is 
largely because ITOs have done a poor job of understanding their businesses’ tolerance for risk, and they often are 
unable to categorize risks, assess the threats, identify vulnerabilities, and communicate residual IT risks back to the 
business. All too often, the CIO/ITO staff neither fully appreciates nor understands the types and categories of risk, 
the assessment processes, and the IT risk ecosystem and does not know how to avoid, mitigate, or manage risk.  
 
Growing concerns for inter-enterprise IT risks will drive a new focus on IT risk assessments and formal risk 
management programs in 2003/04 as well as evolution of a more secure application development life cycle by 
2005/06. Continued legislative requirements (e.g., Sarbanes-Oxley, Basel II, the USA PATRIOT Act, privacy acts) 
are driving the maturation of formal risk assessment and will continue to do so through 2005. By 2004/05, we 
expect more than 50% of the Global 2000 organizations to (re)evaluate various risk assessment methodologies 
and implement an ongoing, continuous risk assessment process to identify and mitigate IT-related risks. 
 
In our previous research, we recommend that organizations considering risk assessments explore some of 
the more common formal approaches such as: 
 
• FRAP: Facilitated Risk Assessment Process (see Delta 2187) 
• CRAMM: The CCTA’s (Central Computer and Telecommunications Agency) Risk Analysis and Management 

Method (see ED Delta 123)  
• OCTAVE: Operationally Critical Threat, Asset, and Vulnerability Evaluation (see Delta 2190) 
• COBIT: Control Objectives for Information and related Technology (see ED Practice 007) 
 
It is our experience that the first three methods (FRAP, CRAMM, and OCTAVE) have significant flaws, and each 
may suffer from a common ailment. To provide high scalability and repeatability of the risk assessment process, 
each methodology requires extensive standardized documentation throughout the risk assessment. In addition, as 
stated previously, each risk assessment is a complex activity requiring a knowledgeable team with a 
comprehensive set of skills and experience.  
 
Effective implementation of FRAP, CRAMM, or OCTAVE 
requires a dedicated, interdisciplinary analysis team made up 
of ITO and line-of-business participants to administer the risk 
assessment. Our experience indicates that much of the effort 
(and resulting costs) of implementation for each of these risk 
assessment methods requires a substantial investment of 
human resources and time commitment for implementation, 
user training, and document management. Although META 
Group believes these methods are beneficial and may be 
applicable for a few organizations, a mature risk assessment 
process must already be well accepted within the 
organization before attempting to implement these rigid 

META Trend: Increased system failures, 
fraud, and regulations will drive higher levels 
of executive control via well-known, industry-
standard practices such as COBIT, ITIL, 
CRAMM, ANSI, and ISO. By 2006, 40%+ of 
firms will establish tightly audited hierarchies 
with well-defined risk, security, and privacy 
metrics. Through 2009, however, less than 
15% will mature system life-cycle processes 
to be capable of handling large losses, 
exposures, or disasters. 
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methods, notwithstanding the fact that each is associated with the high overhead of training, documentation and 
implementation (i.e., people, time, and money). Currently, META Group recommends three approaches to risk 
assessment that we believe meet the needs of our client organizations: 
 

• Small organizations with little or no regulatory control can employ a simple and informal threats-and-
controls model, similar to a significantly scaled-down OCTAVE model. 

• Midtier, slightly larger or more mature organizations may want to use FRAP. 
• Organizations with more stringent requirements, based on organization size, IT complexity/diversity, or stringent 

regulatory oversight, should consider employing the DRAM (Delphi Risk Assessment Method) approach. 
 

Ultimately, CIOs and their CSOs (chief security officers) must customize and adopt a risk assessment 
process that fits the culture of the organization. We suggest that CIOs adopt an assessment process that 
best models IT asset interdependencies, identifies business impacts (see ED Delta 266), assesses risks, 
determines levels of risk acceptance (risk posture), and identifies required and cost-justified controls on the 
basis of the overall risk assessment. In this case, DRAM may be a better fit than FRAP, CRAMM, or 
OCTAVE and may be more effective (and information security-specific) than COBIT alone. 
 
DRAM exists in two versions to provide for two sets of risk assessment processes: 1) the continuous 
assessment of current risk against production systems; and 2) the evaluation of new technology deployments 
or application designs. The DRAM method is best used when the opinion of experts is required to support 
decision making. Generally, three conditions lead to the need for expert opinion: 
 
1. No historical data exists from which to extrapolate 
2. External factors or change overwhelm the relevance of historical data 
3. Subjective factors, such as ethical or moral concerns, overwhelm historical data 
 
Each of these three conditions may exist in any of the previously mentioned risk assessment methodologies. 
The reason for using the DRAM risk assessment approach is that the information gathering is anonymous — 
information is not weighted by certain executives or business units, which is often the case during in-person 
planning sessions. To the best of our knowledge, DRAM is the first publication of a formal approach to risk 
assessment using the Delphi Method as a base. 

 
CIO Action Plan and Conclusion 
Before risks can be managed, they must be identified. Identification surfaces risks before they become problems 
and adversely affect a project. CIOs and CSOs should consider risk assessments such as FRAP, OCTAVE, and 
DRAM in the context of their business, available resources, and risk posture (i.e., level of risk tolerance or 
acceptance). For application-specific assessments, the Software Engineering Institute (SEI — 
http://www.sei.cmu.edu) has developed techniques for surfacing risks through the application of a disciplined and 
systematic process that encourages project personnel to raise concerns and issues for subsequent analysis. 
 
Risk analysis is the conversion of risk data into risk decision-making information. Analysis provides the basis 
for the CIO/CSO to better address the risks with the greatest immediate value or ROI (relatively high 
mitigation, minimal risk mitigation costs and time — i.e., low-hanging fruit). Planning is the key to successful 
risk mitigation. It turns risk information into decisions and actions (both present and future) and involves 
developing actions to address individual risks, prioritizing risk actions, and creating an integrated risk 
management plan. The assessment and plan for an IT risk can take various forms. These include mitigating 
the impact, avoiding a risk, accepting the risk, or studying the risk further to acquire more information and 
understand the consequences of risk acceptance to enable better risk mitigation/acceptance decision making. 
 

 
CIOs should identify and determine the appropriate risk assessment method of choice to meet the 
needs for the overall security program architecture. 
Business Impact: It is critical that CIOs and CSOs choose the appropriate risk assessment, since the 
wrong choice will demand a high level of time commitment by security professionals, and the overall 

process effort (and costs) will be substantial when scaled to the organization. 
 

Bottom Line 


